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Groups Call for Ethical Guidelines on
Location-Tracking Tech

The Locus Charter asks companies to commit to 10 principles, including
minimizing data collection and actively seeking consent from users.
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AS SMARTPHONE APPS track our every move, a group of technologists in the US and UK
this week offered guidelines for the ethical uses of location data. Leaders of the American
Geographical Society and Britain's mapping agency, the Ordnance Survey, want companies to
commit to 10 principles, including minimizing data collection and actively seeking consent

from users.

Chris Tucker, chairman of the American Geographical Society, a private research and
advocacy group, says the Locus Charter aims to capture the potential benefits and risks of a
world of invisible real-time tracking: from your weather app to the GPS system in your car, or
at an international level, state-supported contact-tracing apps that keep tabs on people

worldwide.

“We all had to start grappling with Covid and the ethical implications of contact tracing,
which is all about location apps and geospatial data,” Tucker says. “We realized there is no

international set of guidelines or principles for implementing location tech. It's a big void.”

Tucker says the epidemic highlighted the dual nature of location data. Governments could use
location data to prevent outbreaks by notifying people of potential exposures. But this risked

creating a state-run ledger of everyone’s location, where they went, and with whom.

The Locus Charter is not a set of laws or rules, but 10 guidelines meant to steer an
organization’s thinking on the ethical use of location data. The points include protecting
vulnerable people and understanding how location data sets can be combined with other data

to identify individuals.

The guidelines respond to concerns over some uses of location data. Vice reported on Muslim
prayer apps, including Muslim Pro, designed to help Muslims keep to prayer schedules. But
many users were unaware the apps kept this data, attached it to their IDs, and sent it on to

data brokers contracting with the US government.

In the future, Tucker says concerned researchers or engineers could point to the Locus
Charter guidelines to try to prevent such arrangements. Rather than simply saying, “This is

bad,” they could point out that the apps collected more data than necessary, didn’t note that
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their users were largely a vulnerable population, and didn’t inform or seek consent for other

uses.
“People need something to lean on when they're going up against the Man,” Tucker says.

When the lockdowns began, Google, The New York Times, and other organizations charted

how people moved in the early weeks of the pandemic. The data was illuminating,
emphasizing how occupation and income influenced whether people sheltered in place. But
many were shocked to see how easily these organizations could access our location data,

tapping into the many databases keeping tabs on where we go.

Around the same time, Alphabet’s Sidewalk Labs dropped plans for a so-called Smart City in

Toronto’s Quayside. Residents had raised numerous privacy concerns about plans to embed
sensors for 24/7 data collection, including commuter data. Nadine Alameh, CEO of the Open
Geospatial Consortium, which develops technical standards for geospatial data, says she is
particularly concerned with smart cities, describing them as “Google Earth on steroids.” In
most proposals for smart cities, residents’ location data is collected simply by virtue of where
they live, with the trade-off being that the data informs the creation of a more sustainable
city. She hopes the Locus Charter will get organizations to think of the benefits and the harms

at the massive scale of entire cities.

For now, the Locus Charter guidelines are voluntary. But some backers see them as a stepping

stone to regulations, like California’s Consumer Privacy Act or the EU’s General Data

Protection Regulation.

“At some point we need to regulate these huge platforms that can grab all this data,” says
Alameh. “And the Locus Charter, as I see it, starts the conversation about how you can have

regulation around that.”

Tucker says the charter’s drafters are talking with other groups about endorsing the principles.
Eventually, the conversation will move to regulation, but for now, Tucker says, even this

exploratory move is important.

https://www.wired.com/story/groups-call-ethical-guidelines-location-tracking-tech/ 3/5


https://techcrunch.com/2020/04/03/google-is-now-publishing-coronavirus-mobility-reports-feeding-off-users-location-history/
https://www.nytimes.com/interactive/2020/04/02/us/coronavirus-social-distancing.html
https://www.wired.com/story/alphabets-sidewalk-labs-scraps-ambitious-toronto-project/
https://www.wired.com/tag/privacy/
https://www.wired.com/tag/gdpr/

4/23/2021

Groups Call for Ethical Guidelines on Location-Tracking Tech | WIRED

More Great WIRED Stories

= The latest on tech, science, and more: Get our newsletters!

A genetic curse, a scared mom, and the quest to “fix” embryos

Black tech employees rebel against “diversity theater”

If you transplant a head, does its consciousness follow?

Strap on a HoloLens and step into the AR conference room

Why can't I stop staring at my own face on Zoom?

,M WIRED Games: Get the latest tips, reviews, and more

[ Upgrade your work game with our Gear team’s favorite laptops, keyboards,

typing alternatives, and noise-canceling headphones

Sidney Fussell is a senior staff writer at WIRED covering surveillance, ad tech, and Silicon Valley's social
and political impact. He was formerly a staff writer at The Atlantic. He is based in San Francisco. Send tips
to sidney_fussell@wired.com or via Signal at 510-768-7625.

SENIOR WRITER

Featured Video

https://www.wired.com/story/groups-call-ethical-guidelines-location-tracking-tech/

4/5


https://www.wired.com/newsletter?sourceCode=BottomStories
https://www.wired.com/story/genetic-disease-quest-fix-embryo-dna/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/story/black-tech-employees-rebel-against-diversity-theater/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/story/if-you-transplant-human-head-does-consciousness-follow/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/story/hololens-mesh-microsoft-ignite-2021/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/story/cloud-support-staring-at-my-face-on-zoom/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/tag/video-games/?itm_campaign=BottomRelatedStories_Sections_3&itm_content=footer-recirc
https://www.wired.com/gallery/best-laptops/?itm_campaign=BottomRelatedStories&itm_content=footer-recirc
https://www.wired.com/story/top-3-mechanical-keyboards/?itm_campaign=BottomRelatedStories&itm_content=footer-recirc
https://www.wired.com/story/best-keyboard-alternatives/?itm_campaign=BottomRelatedStories&itm_content=footer-recirc
https://www.wired.com/gallery/best-noise-canceling-headphones/?itm_campaign=BottomRelatedStories&itm_content=footer-recirc
https://www.wired.com/author/sidney-fussell

4/23/2021 Groups Call for Ethical Guidelines on Location-Tracking Tech | WIRED
Engineer Explains Every Roller Coaster For Every Thrill

In this edition of "A World of Difference," Korey Kiepert, owner and engineer with The Gravity Group, goes
through the 8 main types of roller coasters and breaks down how they work as well as the decisions
behind why they get built in the first place. Korey explains the difference between a giga coaster and a
strata coaster, as well as what separates a "wild mouse" from a "mine train." Korey Kiepert, courtesy of
The Gravity Group Special thanks: Kings Island, Holiday World, Gréna Lund
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